Per;iiameHT 1o opraHu3anuy aHTUBMPYCHOM 3allIMThI

1. O0mme nmos10KeHNS

Lenbto co3maHus CUCTEMBI AHTUBUPYCHOW  3alUThI ABIsIETCS  oOecreyeHne
3aIUIIICHHOCTH MH(OPMAIIMOHHO-KOMMYHHUKAITMOHHON cuctembl (manee MKC) ot Bo3aelicTBuUs
Pa3IMYHOIO poJia BPEJOHOCHBIX MPOrpaMM U HECAHKIMOHHPOBAHHBIX MAacCCOBBIX MOYTOBBIX
pacchbUIOK, NPEJOTBpAIICHUS] UX BHEAPEHHS B HHQOPMAIIMOHHBIE CHCTEMBbI, BBISIBIECHUS H
0€30MacHOTO yJalieHWsT M3 CHCTEM B Cllydae MOMAJaHHs, a Takke (QWIBTPAlUU AOCTyHa
[IOJIb30BATENEH YUpexkACHUs K HENPOAYKTUBHBIM HTepHET-pecypcaM UM KOHTPOJS HX

AIIEKTPOHHOU MEPEIUCKHU.
OcHoBoIoJIararomuM1u TpeOOBaHUSAMU K CUCTEME aHTUBUPYCHOM 3aIIUThl YUPEKACHUS SBISIOTCS:

- peIIcHHE 3aJlaud aHTUBUPYCHOM 3alIUTHI JIOJDKHO OCYIIECTBIATHCA B oOmiem Buje. CpenacTBo
3aIIMUTHI HE JOJDKHO OKa3blBaTh MPOTUBOJCHCTBHE KOHKPETHOMY BHPYCY WJIM I'PYIIIE BUPYCOB,
HpOTHBOHeﬁCTBHG JAOJIDKHO OKa3bIBATHCSA B MPCANOJIOKCHUAX, YTO BUPYC MOKCET OBITH 3aHECEH
Ha KOMIBIOTEp U O BHpyce (0 €ro CTpyKType (B YacCTHOCTH, CHTHAType) U BO3MOXKHBIX
JEHCTBUSX) HUYETO HE U3BECTHO;

- p€IICHHUE 3aJa49n aHTI/IBI/Ipy0H0ﬁ 3aIlIMTHI JOJDKHO OCYHICCTBIIATHCA B p€aJIbHOM BPEMCHU.

MeponpusiTusi, HanipaBJeHHbIe HA pellleHHe 32124 10 AHTUBMPYCHOI 3amuTe:
YcraHoBKa TOJNBKO JIMIIEH3MPOBAHHOTO TMPOTPaMMHOIO olecriedeHuss ub0 OecriaTHOE
aHTUBUPYCHOE MPOTpaMMHOE oOecrieueHune, uaymiee B KOMIUIEKTE ¢ MOUIMHHOM ONepaluoHHOMN
cucremoit (tuma Microsoft Security Essentials wnmu Microsoft Forefront Endpoint Protection
MoJIep>KMBaroIiee padoTy ¢ MOJIb30BATEIbCKUMHU TPOQUIIMHU.

- peryisipHoe OOHOBJICHHE M €XEJHEBHbIE NPOPHUIAKTUYECKUE MPOBEPKH (KEIaTeabHO B
Hepabouee HOYHOE BpeMs);

- HETIPEPBIBHBIM KOHTPOJb HAJ BCEMH BO3MOXHBIMU MYTSMU MPOHWKHOBEHHS BPEIOHOCHBIX
MporpaMM, MOHHUTOPHUHT aHTUBHPYCHON O€30macHOCTH UM OOHapyXeHUE JeCTPYKTUBHOMN
aKTUBHOCTH BPEJOHOCHBIX Mporpamm Ha Bcex o0bekrax UKC;

- ©KEJHEBHBI aHANIMU3, pPAHXXKUPOBAHME U MPEAOTBpAIICHHUE YIPO3 pACIpPOCTPAHEHUS H
BO3JICHCTBUSI BPEIOHOCHBIX MPOTpaMM IyTEM BBISBIICHUS yA3BUMOCTEH ucrnonb3yemoro B MKC
OTIEPAllMOHHOTO IPOTPAMMHOTO OOECIEYeHHMs] M CETEBBIX YCTPOWCTB U  yCTPaHEHUS
OoOHapy)XKeHHbIX J1€(DEeKTOB B COOTBETCTBMHM C JaHHBIMH TIOCTaBIIMKAa MPOTPAMMHOIO
obecrnevyeHns U APYrux CrelUuaTu3uPOBAHHBIX IKCIIEPTHBIX aHTUBUPYCHBIX CITYXKO.

- MpOBeIcHHE TPODUIAKTUUECKHX MEpPONPUITUH TIO0 MPEAOTBPALICHUI0 K OTPAHUYCHHUIO
BUPYCHBIX OSOUAEMUIN, BKIIOUAIONIUX 3arpy3Ky H pa3BepThIBaHHE CIEUUATbHBIX TPABUI

HeﬁTpaﬂHBaL{HH (OTpa)KeHI/IIO, n30JII0Un " J'II/IKBI/II[aI_II/II/I) BPCAOHOCHBIX IpOrpaMM Ha OCHOBC



pEKOMEHANNN M0 KOHTPOIIO aTaK, MOATOTABIMBAEMBIX Pa3pabOTUYMKOM CPEJCTB 3aIIHUTHI OT
BPEJOHOCHBIX TPOTPaMM U JPYTUMH CHEIUATU3HPOBAHHBIMUA 3KCIIEPTHBIMH AHTUBHPYCHBIMHU
ciy)k0aMu 10 TOTO, Kak OyIyT BBIMYIICHBI (haillibl UCIIPABICHUI, PU3HAKOB U AaHTUBHPYCHBIX
CUTHATYP.

- MPOBEICHUE PETYJSPHBIX MPOBEPOK ILEIOCTHOCTH KPUTHYECCKH BAKHBIX MPOTPAMM M JTAHHBIX.
Hanwume nmumramx (aiioB M CIEOB HECAHKIIMOHUPOBAHHOTO BHECCHUS W3MEHEHHM JOJDKHO
OBITh 3aPETHCTPUPOBAHO B XKYPHAJIE M PACCIICIOBAHO;

- BHCIIIHME HOCHUTETH HWH(POPMAIMK HEHU3BECTHOTO IPOUCXOXKICHHUS CIIEyeT NPOBEPSATh Ha
HaJIMYMe BUPYCOB JIO MX UCTIOJIH30BAHUS;

- HCOOXOIMMO CTPOTO TPUICPKUBATHCS YCTAHOBJICHHBIX MPOIEAYP IO YBEIOMIICHHIO O CITydasx
MOPAXKEHUS aBTOMATU3MPOBAHHONW WH(MOPMAIMOHHON Cpelbl KOMIBIOTEPHBIMH BHpPYCaMU U
MPUHATHIO MEP TI0 JTUKBHIAINH ITOCIICICTBUN OT UX IPOHUKHOBEHUS;

- cleAyeT HMMeTh IIaHbl oOecnedeHus OecriepeOoiHOW paboThl YupexaeHus JUid ClIydaeB
BHPYCHOTO 3apakCHHs, B TOM YHCJIC TUIAHBI PE3EPBHOTO KOMMPOBAHHS BCEX HEOOXOIMMBIX
JTAHHBIX M TIPOTpaMM W WX BOCCTAHOBJICHHS. OJTH MeEpPhl OCOOCHHO B&KHBI JIIS CETEBBIX
(aIOBBIX CEPBEPOB, MO ISP KUBAIOIINX OOJIBIIOE KOJINISCTBO PAO0OYNX CTAHITUH.

TexHo0rnyeckne HHCTPYKIMH

1.1. B yupexaeHuH pPyKOBOAWTENIEM JOJKHO OBITH Ha3HAYEHO JIMII0, OTBETCTBEHHOE 3a

AHTUBUPYCHYIO 3aILUTY, B JOJDKHOCTHBIE MHCTPYKIUU IJI1 KOTOPOTO JOJDKHBI OBITH MPOMUCAHBI

MOPAJIOK JEUCTBHUS B MEPHOJ BUPYCHBIX SIUAECMHUN, MOPSAOK ACHCTBUN TMPHU BO3HUKHOBEHUH

BHEIUTATHBIX CHUTYallMd, CBSI3aHHBIX C PabOTOCIOCOOHOCTHIO CPEACTB AHTHUBUPYCHOM 3allUTHI,

MOPAJIOK JEUCTBUM JIsI YCTPAHEHMS IMOCIEICTBUM 3apakeHuid. B TpoTMBHOM ciydae BCs

OTBETCTBEHHOCTh 32 OOECleueHUE AaHTUBUPYCHOW 3alIUTHl JIOXKHUTCA HA PYKOBOJAUTEIS

Yupexaenus.

1.2. B YupexaeHun MOXeT UCHOJIb30BaThCS TOJIBKO JUIICH3MOHHOE aHTUBUPYCHOE IPOTPaMMHOE
obecrnieueHue J1u00 cBOOOIHO-PACTIPOCTPaHsIEMOE MPOTrPaMMHOE OOeCTIeUeHUeE.

1.3. OOGs3arenbHOMY AHTUBHPYCHOMY KOHTPOIIIO MOAJEKHUT J00as uHOpMaius (TEKCTOBbIE

daitnel 100bIX (GopMaToB, (aiIbl JaHHBIX, HCIOJIHSEMbIE (aiiibl, MOYTOBBIE COOOILICHHMS),

nmoiyyaeMas U IepeiaBaemas 10 TEJIEKOMMYHHUKAIIMOHHBIM KaHallaM CBS3M, a TaKke
nH(popMalKs, HaXOAIIasCcs HA ChEMHBIX HOCUTENSX (MarHUTHBIX IHUcKax, JleHtax, CD-ROM,

DVD, flash-nakonurensx u T.1m.). KoHTposb HCXOstMIeH HHPOPMAIIHE HEOOXOIUMO MPOBOIUTH

HEMOCPEJCTBEHHO Tepe]] apXUBUPOBAHUEM M OTIPABKOM (3aMUCHIO0 HA CHEMHBIN HOCUTEIND).

1.4. ®aiinpl, momeniaeMble B DIEKTPOHHBIM apXHB, MTOJKHBI B 00s3aTeNbHOM TOPSIKE

MPOXOJAUTH AHTUBUPYCHBIM KOHTPOJIb.



2. TpeGoBaHusl K NPOBEJAEHUI0 MEPONIPUATHI 10 AHTUBUPYCHOM 3aluTe

2.1. B nayane paboThI MpH 3arpy3ke KOMIBIOTEpa B aBTOMATUYECKOM PEKHME JOJDKHO
BBITIOJTHATHCS. OOHOBJICHHE aHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2. Tlepuoauueckue MPOBEPKU SJIEKTPOHHBIX APXUBOB JOJDKHBI MTPOBOJUTHCS HE pexke
OJIHOTO pa3a B HEJEJI0, JaHHbIE, PACIOJIOKEHHbIE Ha pabdOyuX CTaHIMIX IOJIb30BaTelned —
€KEHEBHO, B HOUHOE BPEMsI 110 PACIHCAHUIO.

2.3. BHeouepeqHOl aHTUBUPYCHBIM KOHTPOJIb BCEX JWCKOB U (DailJIOB MEPCOHAIBLHOTO
KOMIBIOTEPA JIOJDKEH BBITTOTHATHCS:

2.3.1. HemocpeAcTBEHHO MMOCTE YCTAHOBKH (M3MEHEHHsI) MPOrPaMMHOTO OOeCTIeUeHHS
KOMIIbIOTEpA J0JKHA OBITH BBITIOJTHEHA aHTUBUPYCHAS MPOBEPKA Ha CepBepax M MEPCOHATBHBIX
KOMIIBIOTEpaX yUPeKICHHS.

2.3.2. Tlpu BO3HHKHOBCHHH TIOJIO3PCHUS HA HAIWYHEC KOMIIBIOTEPHOTO BHUpYyca
(merunuyHas paboTa mporpamm, MosiBJIeHHE rpa@uyuecKux M 3BYKOBBIX 3PPEKTOB, NCKAKEHUN
JTAHHBIX, TIpOTailanne (PailyioB, 4aCTOE MOSBICHNUE COOOIIEHU O CHCTEMHBIX OIMMUOKAX U T.11.).

2.3.3. [lpu oTmpaBKe W MOJTYYCHUH DIEKTPOHHOH MOYTHI OTIEPATOP AIIEKTPOHHOH IOYTHI
00s13aH TIPOBEPUTH AEKTPOHHBIE IMCbMa M WX BIIOKCHHS HA HAJIMYNE BHPYCOB.

2.4. B cnyyae oOHapy)KCHHS 3apa)KEHHBIX BUpYycaMH (HaijioB WM AJICKTPOHHBIX MTHUCEM
M0JIb30BATEIN 00SI3aHBI:

2.4.1. TlpuoctaHoBUTH PabOTYy.

2.4.2. HemenneHHO TOCTaBUTh B HW3BECTHOCTh O (hakTe OOHAPYKEHHS 3apakeHHBIX
BUpycOoM (haiiJIoB OTBETCTBEHHOTO 3a OOECIEYeHHE AHTUBUPYCHOW 3aIlMTHI (B Cllydae €ro
OTCYTCTBHUSI — JUPEKTOPA) YUPEKICHUS.

2.4.3. CoBMecTHO C BiaJelblleM 3apaK€HHBIX BHPYCOM (ailloB MPOBECTU aHaIH3
HE0OXO0IMMOCTH JAJIbHEHUIIIEr0 UX UCIOIB30BaHUS.

2.4.4. TIpoBecTu JIeYCHHE WIIM YHHUTOXEHUE 3apaKCHHBIX (HaliIoB.

3. OTBEeTCTBEHHOCTH

3.1. OTBETCTBEHHOCTh 3a OpPraHU3alMI0 AHTUBUPYCHOM 3allUTHl BO3Jaraercs Ha
PYKOBOJUTENS YUPEKACHUS WU JTUI0, UM Ha3HAYEHHOE.

3.2. OTBETCTBEHHOCTh 3a TMPOBEACHHUE MEPOINPHUATHI aHTHUBHUPYCHOTO KOHTPOJS B
VYupexxJeHnn BoO3JlaraeTcsi Ha OTBETCTBEHHOTO 3a oOecleyeHHue aHTHUBUPYCHOM 3alllMTHI,
coOmoeHne TpeboBaHMi Hactosed MHcTpykuuu npu paboTe Ha NEPCOHANbHBIX pabodnx
CTaHLUAX BO3JIAraeTcsl Ha MOJb30BaTeleld MaHHBIX CTAaHLUMN WIM MeJarora, OTBEYAOLIETro 3a
paboTy KOMITBIOTEPHOTO Kilacca.

3.3. Ileproauueckuii KOHTPOJIb 32 COCTOSTHUEM aHTHUBUPYCHOM 3aIUTHI B YUpekACHUU

OCYIIECTBISIETCS PYKOBOAUTENEM U (pUKCUpyeTcs: AKTOM poBepKH (He pexe 1 pa3 B kBapTa).



